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An Al-Driven VM Threat Prediction Model for Multi-Risks
Analysis-Based Cloud Cybersecurity

Cloud virtualization technology, ingrained with physical resource sharing, prompts
cybersecurity threats on users’ virtual machines (VMs) due to the presence of
Inevitable vulnerabilities on the offsite servers. Contrary to the existing works which
concentrated on reducing resource sharing and encryption/decryption of data
before transfer for improving cybersecurity which raises computational cost
overhead, the proposed model operates diversely for efficiently serving the same
purpose. This article proposes a novel multiple risks analysis-based VM threat
prediction model (MR-TPM) to secure computational data and minimize adversary
breaches by proactively estimating the VMs threats. It considers multiple
cybersecurity risk factors associated with the configuration and management of
VMSs, along with analysis of users’ behavior. All these threat factors are quantified for
the generation of respective risk score values and fed as input into a machine
learning-based classifier to estimate the probability of threat for each VM. The
performance of MR-TPM Is evaluated using benchmark Google Cluster and
OpenNebula VM threat traces.
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Guest Editorial Security, Reliability, and Safety in loT-Enabled
Maritime Transportation Systems

The Internet of Things (loT) is delivering solutions with improved efficiency and
security, and providing better productivity in manufacturing, retail, and other
sectors. Maritime Transportation Systems (MTSs) is currently adopting the IoT to
move toward a digitalized, data-driven world with increased efficiency and lower
costs, and creating new revenue opportunities. Integration of the IoT also enables
real-time tracking of shipments, Improved efficiency In cargo handling,
pre-emptive maintenance, route optimization, reduced fuel consumption, and
Improved safety in maritime transportation systems. With IoT technology expanding
and evolving rapidly, more applications are predicted to assist and improve all
aspects of MTSs, making them hassle-free and safe
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Comparative Analysis of Intrusion Detection Systems and Machine
Learning-Based Model Analysis Through Decision Tree

Cyber-attacks pose increasing challenges in precisely detecting intrusions, risking
data confidentiality, integrity, and availability. This review paper presents recent IDS
taxonomy, a comprehensive review of intrusion detection techniques, and
commonly used datasets for evaluation. It discusses evasion techniques employed
by attackers and the challenges in combating them to enhance network security.
Researchers strive to improve IDS by accurately detecting intruders, reducing false
positives, and identifying new threats. Machine learning (ML) and deep learning (DL)
techniques are adopted in IDS systems, showing potential in efficiently detecting
Intruders across networks. The paper explores the latest trends and advancements
in ML and DL-based network intrusion detection systems (NIDS), including
methodology, evaluation metrics, and dataset selection. It emphasizes research

obstacles and proposes a future research model to address weaknesses In the
methodologies.
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Evaluation of Cybersecurity Data Set Characteristics for Their
Applicability to Neural Networks Algorithms Detecting
Cybersecurity Anomalies

Artificial intelligence algorithms have a leading role in the field of cybersecurity and
attack detection, being able to present better results in some scenarios than classic
Intrusion detection systems such as Snort or Suricata. In this sense, this research
focuses on the evaluation of characteristics for different well-established Machine
Leaning algorithms commonly applied to IDS scenarios. To do this, a categorization
for cybersecurity data sets that groups its records into several groups is first
considered. Making use of this division, this work seeks to determine which neural
network model (multilayer or recurrent), activation function, and learning algorithm
vield higher accuracy values, depending on the group of data. Finally, the results are
used to determine which group of data from a cybersecurity data set are more
relevant and representative for the intrusion detection, and the most suitable
configuration of Machine Learning algorithm to decrease the computational load of
the system
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